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‘Who am I? Why am I here?’

To tell a cybersecurity 
success story ...

… and a business success 
story



Spoiler alert!

• LCRA’s unique mission

• The technology and organizational background

• A challenging audit that presented an exciting opportunity

• How we responded

• How it was received

• How it was implemented

• Lessons learned



‘So, what is it y’all do at LCRA?’

Energy? 

Water? 

Community Service?

Yes!

Our mission:

To enhance the quality 
of life of the Texans we 

serve through water 
stewardship, energy and 

community service.



Setting up (the cyber) shop

• 2014 – new executive leadership at LCRA and the 
creation of a 4-person Cybersecurity department

• LCRA leadership commitment to cybersecurity 
and providing resources

• NIST 800-53

• The emergence of nation-state threat actors

• Critical infrastructure as a target

• Blurring lines between physical and digital 
security



All the precedence men

• Policies not consistent

• Policies not effectively communicated

• Cybersecurity department’s authority not clearly defined

• “No clear order of precedence” for the standards that are to be 
followed



‘Management has become aware …’

• Convene a cross-functional team

• Identify overlapping standards

• Determine order of precedence

• Create policies that account for the differences in IT and OT

• Define roles and responsibilities

• Communicate and train

• Deadline of Oct. 31, 2019



‘How are we going to get that done?’

• Get the stakeholders involved

• Identify the external standards and map them to current controls

• Draft security controls specifically for the ICS environment

• Draft a document explaining LCRA’s cybersecurity program

• Get approval from stakeholders



Time to pop the question 

• CISO convened a cross-functional team 
meeting with more than 20 people from 
across the organization

• Reviewed the audit findings and management 
response

• Followed up with individual meetings

• Defined and answered two key questions:

– How do we organize/categorize systems?

– What external standards should we include in 
the controls?



Standard objections

• NIST 800-82, Guide to Industrial Control 
Systems Security

• International Society for Automation (ISA), 
Security for industrial automation and control 
systems

• Institute of Electrical and Electronics 
Engineers (IEEE) – Standard for Intelligent 
Electronic Devices Cyber Security 
Capabilities

• NERC CIP



‘You’ve been drafted’

• Two members of the Cybersecurity department were given 
responsibility for drafting the ICS controls

• Worked through the wording of each control to create the default 
control language

• Included compensating controls

• Inserted the external controls

• Consulted SMEs as appropriate



‘But what’s it going to look like?’

• Content needed to be professional and user friendly

• Include the default controls and external controls

• Available in multiple formats

• Provide clear guidance for use

• The LCRA Cybersecurity Framework





‘You brought us a Rolls Royce!’

• Our work product was circulated internally for 
approval

• Sent out to key stakeholders from the cross-
functional team for review

• Followed up with individual meetings – met 
with enthusiastic approval

• Presented to top executives for sign off



Now what?

• Risk Management team leads 
CSF Assessments of individual 
business units and systems

• Collaborative process 
throughout

• LCRA CSF Self-Scoring tool –
answers identify areas of 
strength and notable gaps

• Leadership from both groups 
establishes target tier



Profile Assessments & System 
Security Profile 

• CSF Profile Assessment –
identifies opportunities for 
improving cybersecurity

• System Security Profile 
(SSP) – provides controls 
that are either in place or 
that are to be implemented 
to meet target goal

• SSP is used to re-evaluate 
maturity level a year after 
assessment. 





‘The friends we made along the way’

• Audits can be opportunities

• Resources aren’t enough and relationships are essential

• People do care about cybersecurity

• Make your customers part of your governance development 
process – you want their expertise and buy in

• The challenges that scare you the most are often easier to 
resolve than you think

• Act in good faith, show you’re making an effort

• Set your project up for success once it’s done


