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Information Security Forum 2023
March 29-30, 2023
This document lists the possible continuing education credit available for attending the event.
Name of Attendee:  _________________________________________________________________
	This form is provided for your records. Please do not return this form to DIR.

Credit Available 
DIR awards Texas IRM CPEs and Contact Hours. The conference agenda is provided on reverse side.
	Day
	Maximum Hours Available
	Hours Attended

	Wednesday, March 29
	6.5
	

	Thursday, March 30
	5.5
	

	Total
	12
	


Suggested IRM CPE Mapping
☒	1.0 Strategic Planning and Policy Issues
☒	2.0 Managerial & Leadership Competencies
☐	3.0 IT Performance Assessment
☐	4.0 Project/Program Management
☒	5.0 Capital Planning, Investment, IT Acquisition
[bookmark: _Hlk102642770]☒	6.0 Cybersecurity/Information Assurance
☒	7.0 IT Controls
☒	8.0 IT Topics & Trends

Texas IRMs. After attending an educational event, each Information Resources Manager (IRM) determines which knowledge areas are most relevant based on those identified in the IRM Continuing Education Requirements. Visit the IRM section in the Resources area of the DIR website at https://dir.texas.gov/ for more information or to submit educational hours.
Others.  Non-IRMs may be able to apply DIR contact hours towards employer or professional education requirements. Many credentialing authorities accept DIR credit as a third-party event. Consult the rules of your employer, licensing board, or certifying body as to how DIR credit may be utilized. 
This document may also be used as a proof-of-attendance form.  
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Wednesday, March 29, 2023
	Hours

	8:30 – 9:00 a.m.
	· Welcome Remarks (Amanda Crawford, DIR)
	.5

	9:00 – 10:00 a.m.
	· Keynote: Humanizing Cybersecurity. A Mission Statement. (Fadi Fadhil)
	1.0

	10:30 – 11:30 a.m.
	· The Humans: Your Greatest Vulnerability
· Driving Trust and Improved Customer Experience with Digital Programs
· Modern Cybersecurity: Automation, Threat Intelligence, Detection, and Response
· Beyond the Hype – A Structured Approach to Insider Risk Management 
· Incident Response and Handling: Implementing a Holistic Security Risk Mitigation Framework
	1.0

	11:30 – 12:30 p.m.
	· Lunch Keynote: The Future of Civil Service (Erica Ford)
	1.0

	1:00 – 2:00 p.m.
	· The Human Side of Cybersecurity and Why We Should Rethink Our Traditional Awareness Training 
· Social <engineering> Dilemma 
· Lessons Learned: Responding to an Incident Using Cyber Insurance 
· Wrangling the Updated Texas Controls Catalog
· An Innovative, Automated Approach to Leveraging Threat Intel for Modern Threat Detection and Response
	1.0

	2:00 – 3:00 p.m.
	· Making the Case for Additional Cybersecurity Staff 
· 3rd Party Risk and Data Privacy Agreements 
· Accelerating Security Response Through Automation 
· Risk Based Cybersecurity 
· Why Zero Trust Security Matters Now
	1.0

	3:30 – 4:30 p.m.
	· Role-Based Training 
· Social Engineering: Hybrid Attacks and Novel Techniques 
· Back That Thang Up! A 365 Breakdown on O365 Backups
· Using Metrics to Drive Improvement 
· Data Science is the Foundation for Contemporary Threat Intelligence
	1.0

	
	Maximum IRM CPE or Contact Hours for 3/29/23
	6.5



See following page for 3/30 sessions.

	Thursday, March 30, 2023
	Hours

	8:30 – 9:00 a.m.
	· Welcome Remarks (Jeremy Wilson, DIR)
	.5

	9:00 – 10:00 a.m.
	· Keynote: The Whole of State Cybersecurity: Why Statewide Collaboration is Essential to Defend Against Growing Cyberattacks (Tim Roemer)
	1.0

	10:30 – 11:30 a.m.
	· Gaining the Edge by Unleashing the Hidden (GSEs) Within Your Program 
· Data Security and Management Best Practice Considerations 
· Regional SOC – Innovative Partnership Between DIR, Angelo State, and the Private Sector 
· Don’t Gloss Over the Basics: A Methodology for Implementing and Maintaining Secure Configurations
· Threat Intelligence Ingestion: How to Eat the Elephant
	1.0

	11:30 – 12:30
	· Lunch Keynote: Topic TBA (Jon Rogers)
	1.0

	1:00 – 2:00 p.m.
	· Building a Cyber-Resilient Workforce 
· Protecting Your Critical Data in the Cloud 
· Incident Response Tabletop Exercise
· Driving Innovation in Digital Supply Chain Risk Management
· Effective Vulnerability Management
	1.0

	2:00 – 3:00 p.m.
	· Human Machine Teaming: Why the Human Element will always be Indispensable in Cybersecurity
· Data Privacy – Protect Sensitive Data and Confidently Address Data Privacy Regulations 
· Incident Response Redbook Training 
· Zero Trust Internet
· Operationalizing Threat Intel: How Monitoring the Dark Web is Helping Us
	1.0

	
	Maximum IRM CPE or Contact Hours for 3/30/23
	5.5
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