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IBM Security No Cost Trusted Advisory Programs
• Architect led collaborative workshops

Interactive no products pitched education

• XForce Cyber Range Exercises 
Exclusive Sessions available at cost

• Solution and Threat Briefings

• IBM Center for Government Cybersecurity
Understand cyber threats with the IBM Center for Government Cybersecurity
https://www.ibm.com/security/services/us-federal-cybersecurity-center

• Onsite collaborative exercises/knowledge sharing/tech days
Can be jointly delivered with State Officials

• IBM Sponsored External Committees
www.IJIS.org IJIS Institute Cybersecurity Task Force
www.NASCIO.org National Assoc State CIOs
Privacy and Cybersecurity Working Groups
www.ATARC.org Advanced Technology Academic Research Center
Government Grants, Higher Ed, and Cyber Defense Working Groups California
California Cybersecurity Task Force- Workforce Development-Education 
Subcommittee

• XForce Exchange Threat Intelligence Forum
https://exchange.xforce.ibmcloud.com

• IBM Security Learning Academy
Hundreds of no cost Tutorials/Hand on Labs
https://www.securitylearningacademy.com

• IBM's New Collar / Apprentice programs
https://IBM.BIZ/USAPPRENTICESHIP

• IBM's Skills Build (Resources for Learners, Educators and 
Organizations)

https://skillsbuild.org

• XForce Webinars on Threat Landscapes

• IBM Security Solution User Groups

• Regional/Nationwide Security Leaders Round Tables
www.SECRT.us
Grass roots, non sponsored, no cost Security Executive Round Tables 
Nationwide, initially founded by Mike Melore and a dozen CISOs, now at 18 
active Nationwide chapters, 1400+ opt in security leaders as members.

http://www.ijis.org/
http://www.nascio.org/
http://www.atarc.org/
http://www.secrt.us/




Social Media
<engineering>

• Identity

• Profile

• Locations

• Interests

• Friends/Family

• Work

• Finances



IOT



Dangerous 
Toys

USB Device Impersonators

USB Killers

Man in the Middle 
Faceplates

Wireless Pineapples

Payload Phone Chargers
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Airtag and GPS Trackers



https://censys.io    Internet of Things



https://shodan.io  Internet of Things



Cost of a Data Breach 2022 Report

$9.44M

Average total cost of a 
breach of >50M records

Cost per record for 
compromised customer PII

$387 million

$180

Time to identify and contain

Global average: 277 days    ($1.1M savings under 200 Days)

Days Less with Security AI and 
Automation 29 Days Less withExtended

Detection and Response (XDR)

Average cost savings with incident response teams 
and IR testing vs. no IR teams or testing

$2.66 million

US average cost of a data breach (global $4.35M)

45%
Breaches Cloud-based

Top 3 cost 
amplifying 
factors

74

1. Compliance failures
2. System complexity
3. Cloud migration

Top 3 cost 
mitigating 
factors

1. AI platforms
2. Encryption
3. Analytics

$1M
Cost increase where remote 
work was a factor in the breach 

$3.05 million
Cost savings due to security 
AI and automation

19%
Share of breaches caused by 
compromised credentials



Passwords like 
Promises

Never meant to be broken

Password = Something I know?



Password 
Vault



Multi-Factor 
Authentication: 

Great unless 
you’re already 
compromised

• Something I know, Something I am, Something I have 



Share, Share, 
That’s Fair!  

hmm?



https://haveibeenpwned.com





Adaptive 
Authentication/Access



Nationwide Credit Reporting Agencies



Lockdown Your Credit 
Reporting 

• https://www.equifax.com/

• https://www.experian.com/

• https://www.transunion.com/

• https://Innovis.com/

https://www.transunion.com/
https://www.experian.com/
https://www.transunion.com/
https://innovis.com/
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